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How Secure is SecureLine? 

As a user of SecureLine, you can make adjustments to your settings to get the right 

level of security and usability for your needs. SecureLine has four “levels” of security: 

- You store your certificate on our server. 

- You Escrow your certificate password on our server. 

- You store your certificate on our server. 

- Your certificate password is not saved with us. 

You get: 

- All SecureLine features. 

- Retrieval for lost certificate passwords. 

You get: 

- All SecureLine features except for inbound 

auto-decryption. 

- No retrieval for lost certificate passwords. 

 

This means: 

- You trust LuxSci to hold all of your 

security information. 

This means: 

- LuxSci only stores your secure 

certificate, but not its password. 

- Your password is on our server only 

temporarily when you decrypt a 

message in WebMail. It is then 

discarded. 

Security:        Usability: 

Security:        Usability: 

Level 1 Description: 

 

Level 2 Description: 
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- You store your certificate in your email program. 

 

You get: 

- SecureLine Escrow and SecureSend 

features. 

- (Auto-)Encryption for outbound messages. 

- No inbound auto-decryption or decryption 

in WebMail. 

 

This means: 

- You get the maximum security; 

LuxSci does not store any of your 

security information. 

- You can send and receive secure 

messages, but cannot read them in 

WebMail, only in your email client. 

- You do not use any certificates. 

You get: 

- SecureSend and Escrow features. 

- (Auto-)Encryption for outbound messages. 

This means: 

- You can still securely communicate 

with anyone, but you can only view 

received encrypted messages in the 

Escrow Portal. 

Security:        Usability: 

Security:        Usability: 

Level 3 Description: 

 

Level 4 Description: 

 

With SecureLine, as with all of our software, we work with you to make your email, 

and your security, fit your needs.  


